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INTRODUCTION

A fundamental challenge in cybersecurity is dealing with the speed of change and 
the highly dynamic nature of the IT world. With each new computing paradigm 
– cloud, Big Data, IoT, etc. – comes new capabilities and possibilities, along with 
new security vulnerabilities to be exploited. It’s no wonder then that the security 
industry overall now comprises more than 1,500 vendors by 451 Research’s 
count, with as many as nine new start-ups emerging per month and roughly 10 
new security categories created each year. 

However, attitudes and fundamental security strategies are arguably not keeping up 
with that pace of technical change. To illustrate, 63% of global respondents to a new 
question in this year’s survey indicated that their organizations deploy new technologies 
in advance of having appropriate levels of data security in place. In Germany, this 
number is even higher at 66%, while in the U.K., 59% admit to doing so. 

One of the main challenges of the Thales Global Data Threat Report has been to 
continue evolving to reflect the latest threats and technologies. So in this report we 
have expanded the scope of the 2016 Vormetric Data Threat Report with an increased 
emphasis on emerging technologies such as cloud, Big Data and IoT. We also added 
new questions to get a sense of the adoption of container technology, as well as 
information on the importance of data sovereignty mandates around the world. As will 
be discussed in greater detail, containers are an operating-system-level virtualisation 
method for deploying and running distributed applications without launching an entire 
virtual machine for each application.

In this regional version of the Thales Data Threat Report, we’ll focus directly on the 
European market, specifically on the U.K. and Germany. This report reflects specific 
concerns security professionals have regarding the effectiveness of security tools 
and compliance mandates, as well as the security implications associated with new 
technology environments such as cloud, Big Data, IoT and, this year, containers. We 
will also examine some key distinctions between German and U.K. responses and those 
from other regions.

The 2017 Thales Data Threat Report is based on a survey conducted by 451 Research 
during October and November of 2016. We surveyed 1,100+ senior security 
executives from around the globe, including more than 100 respondents in key regional 
markets in the U.S., U.K., Germany, Japan, Australia, Brazil and Mexico, and in key 
segments such as Federal Government, Retail, Finance and Healthcare. 

“The security industry 
overall now tallies in excess 
of 1,500 vendors by 451 
Research’s count, with as 
many as nine new startups 
per month and roughly 10 
new security categories 
created each year.”

“63% of global respondents 
to a new question in this 
year’s survey indicated 
that their organizations 
deploy new technologies 
in advance of having 
appropriate levels of data 
security in place.”

New technology deployed before security in place
2017 Percentage of U.K. and German organizations deploying

new technologies before appropriate security is in place

Germany 66% 
Global Average 63% 

U.K. 59% 
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“More than three-fourths 
(80%) of German 
respondents plan to 
increase security spending, 
along with two-thirds of 
those in the U.K..” 

“The U.K. (41% vs. 31%) 
and Germany (51% vs. 
45%) were the only two 
regions that preferred 
encryption by the cloud 
service provider over 
encryption with BYOK.”

“GERMAN RESPONDENTS EXPECT TO BE THE MOST IMPACTED BY DATA 
SOVEREIGNTY AND PRIVACY REGULATIONS. TO SATISFY DATA PRIVACY 
LAWS, THE TOP TECHNOLOGY IS ENCRYPTION IN THE U.K. (57%), 
GERMANY (68%), AND GLOBALLY (64%).”  

KEY FINDINGS: 

• On the positive side, 80% of German respondents are planning increases in 
security spending this year, above the global average of 73%, while in the U.K. 
nearly two-thirds (63%) plan to do likewise – below the global average but still a 
healthy number. 

• More good news – organizations reporting breaches in the last year were below 
the global average of 26% both in Germany (25%) and the U.K. (22%), and well 
below the high-water mark of 44% registered in Australia. 

• The bad news is that nearly a quarter of all companies in both regions were still 
breached. 

• Further, while the percentage of global respondents feeling either ‘very’ or 
‘extremely’ vulnerable to threats to sensitive data remained at 30%; in Germany that 
figure rose from 40% to 45%, while in the U.K., it declined from 23% to 20%. 

• Germany will spend most aggressively on securing endpoints (58%) and networks 
(52%), despite 72% of German respondents rating endpoint security as the least 
effective defence for protecting sensitive data. In the U.K., network security had 
the highest effectiveness ranking (74%), and also the highest planned spending 
increases (48%). Data-at-rest spending plans ranked second in the U.K. (45%), but 
fourth in Germany (41%).

• Complexity remains the biggest barrier to implementing security in both the U.K. 
(44%) and Germany (58%), as it is also the top barrier cited globally, by 50% of 
respondents.

• Globally, encryption with BYOK is the top data security tool to be deployed (39%). 
However, the U.K. (41% vs. 31%) and Germany (51% vs. 45%) were the only two 
regions that preferred encryption by the cloud service provider over encryption 
with BYOK. Other tools and techniques to be used this year include Cloud Access 
Security Broker (CASB) (50%), and both HSMS and ID and access management 
(IAM) at 45%. In the U.K., other tools include CASB (44%), SIEM (34%) and 
tokenisation (33%).

4



52017 THALES DATA THREAT REPORT • EUROPEAN EDITION

• While 59% of global respondents – and 57% in Germany – state that compliance is ‘very’ or ‘extremely’ effective at 
preventing data breaches, just 48% in the U.K. believe that is the case. Yet compliance is now the top driver for security 
spending in the U.K.

• German respondents expect to be the most impacted by data sovereignty and privacy regulations. To satisfy data privacy 
laws, the top technology is encryption in the U.K. (57%), Germany (68%), and globally (64%). Tokenisation is a distant 
second in the U.K. (33%), Germany (39%) and globally (40%).

• 36% of U.K. respondents and 35% in Germany are already using containers in production, compared with 39% globally. 
Encryption and anti-malware are top choices for securing containers in the U.K. and Germany, as they are globally.

CASB (cloud access
security broker)

Encryption enabled by the 
cloud service provider

Tokenisation

Data masking

Encryption with BYOK 

Hardware security modules

Application layer encryption

Identity and access mgmt.

Multi-factor authentication

DLP (data loss prevention)

Data activity monitoring

Privileged user access mgmt.

Database/file encryption

Germany Global AverageU.K.

Europe leaning towards encryption keys with the service provider 
Tools to be implemented in the next 12 months

0% 10% 20% 30% 40% 50% 60% 
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BODY OF REPORT

Robust security spending intentions in Germany, but U.K. lags
As was the case with our global report, the European report contained both good 
and bad news. Like most regions, security spending plans are up, although the 
two countries were once again at opposite ends of the spectrum with respect to 
spending intentions. Specifically, 80% of German respondents plan to increase 
security spending this year over 2016, leading all regions and verticals, and 
exceeding the global average of 73%. In the U.K., however, the number of 
respondents planning to increase security spending (63%) fell well below the 
global average – only Japan (54%) was lower. 

Organizations reporting breaches in the last year were below the global average 
of 26% in both Germany (25%) and the U.K. (22%), and well below the high-
water mark of 44% registered in Australia. 

Germany feeling more vulnerable, but less so in U.K.
The bad news is that nearly a quarter of all companies in both regions were 
still breached. Further, while the percentage of global respondents feeling either 
‘very’ or ‘extremely’ vulnerable to threats to sensitive data remained at 30% in 
both this year’s and last year’s study, in Germany that figure rose from 40% to 
45%, significantly above the global average. In the U.K, by contrast, feelings of 
vulnerability continue to fall well below global averages, and declined from 23% 
in 2016 to 20% this year.

“The percentage of German 
respondents feeling more 
vulnerable to a data breach 
increased in Germany, but 
fell in the U.K..“

Experienced a data breach
at any time in the past

Experienced a data breach
in the last year (2017)

Experienced a data breach
in the last year (2016)

Experienced a breach both in 
the last year and previous year 

U.S. Japan Mexico Brazil U.K.Global Average

Data breaches across geographies

0% 10% 20% 30% 40% 50% 60% 70% 80% 

Germany Australia
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Network defences seen as most effective in both Germany and U.K.
Both the U.K. (74%) and Germany (79%) ranked network defences as highly effective for protecting sensitive data, similar to 
other regions and the global average of 82%. It is  worth noting that Germany ranked data-in-motion defences slightly higher at 
80%. The two countries differ, however, with respect to their views on data-at-rest – ranked second in the U.K. at 67%, but only 
fourth-highest in Germany at 73%. 

However, when it comes to their actual spending plans, the disparities between the two countries become more apparent. 
Despite ranking network and data-in-motion defences as most effective, the largest percentage of German respondents plan to 
increase spending on endpoint defences (58%), which paradoxically had the lowest effectiveness ranking (72%). Data-in-motion 
defences had the lowest spending plans (41%), but the highest effectiveness ranking. Data-at-rest defences were ranked slightly 
higher (42%), in fourth place. In the U.K., network defences also have the highest planned spending increases (48%), in line with 
the highest effectiveness ranking (74%), with data-at-rest (45%) slipping into second place.  

Complexity remains a stubborn barrier to security
Security in general is a highly complex proposition, thanks in part to a number of factors such as a dynamic global threat 
environment and a heterogeneous mix of legacy systems alongside new technologies. Unsurprisingly, complexity remains the top 
barrier to implementing data security globally, and also in Europe, by wide margins. In Germany, 51% ranked complexity at the top 
of the list of barriers to broader adoption of data security, and 41% did so in the U.K., compared with a global average of 50%. 

Concerns about security impact on business processes ranked a distant second in the U.K. at 35%, similar to a year ago (33%). 
Lack of security staff remains another significant obstacle, ranking a distant second at 39% in Germany and in third place in the 
U.K. at 29%. This data likely reflects industry-wide challenges with recruiting and retaining scarce security talent that may be more 
pressing outside the U.S. The steadily growing appetite for security specialists in both the vendor and user communities globally 
suggests potential opportunities for various security-as-a-service solutions.

“Despite ranking network 
and data-in-motion 
defences at most effective, 
the largest percentage of 
German respondents plan 
to increase spending on 
endpoint defences (58%), 
which paradoxically had the 
lowest effectiveness ranking 
(72%).”

U.K.

Germany

Australia

Japan

Mexico

Brazil

U.S.

Global Average

20172016

Disparate feelings of vulnerability between the U.K. and Germany 
Percentage of respondents feeling ‘very’ or ‘extremely’ vulnerable to data 

0% 10% 20% 30% 40% 50% 60% 



8 2017 THALES DATA THREAT REPORT • EUROPEAN EDITION

Both Germany and U.K. prefer cloud provider- 
enabled encryption over BYOK 
The global version of the Thales Threat Report showed the 
biggest planned security solution increases in encryption with 
‘bring-your-own-key’ (BYOK) capability (39%) and CASB/
cloud encryption gateways (38%). However, while both 
Germany (50%) and the U.K. (44%) ranked CASB/cloud 
encryption gateways as top choices, their views on BYOK 
differed sharply. The top two choices in Germany were to 
enable encryption by the cloud provider (51%), CASB (50%) 
and Hardware Security Modules (46%), while BYOK tied for 
fourth place with IAM (45% each). For the U.K., the number-
two choice behind CASB was enabling encryption by the 
cloud provider (44%), while BYOK came in at 31%, the 
lowest of any region other than Japan (29%).  

 

Positive view of compliance in Germany, not so 
much in U.K.
Compliance is another area where key differences emerge 
between the two nations. Germany, on the one hand, is more 
in line with global views on compliance, which are generally 
quite rosy. For example, 57% in Germany rank compliance 
as either ‘very’ or ‘extremely’ effective at preventing data 
breaches, close to the global average of 59%. Compliance 
(38%) was also the number-two reason for spending on 
security in Germany, falling into second place this year behind 
implementing security best practices (43%). 

In contrast, the U.K. has shown less faith in compliance 
mandates. Just 48% from the U.K. view compliance as ‘very’ 
or ‘extremely’ effective for data security, well below the global 
average of 59% – only Japan at 44% is lower. Yet compliance 
is now the top driver for security spending in the U.K. at 52%, 
up from 47% in 2016, followed by reputation and brand 
protection at 41%, down from 50% in 2016.

Risky threat actors
The U.K. and Germany were in line with global trends 
regarding the riskiest threat actors. Both Germany (54%) 
and the U.K. (55%) ranked Privileged User Accounts as the 
top insider risk to sensitive data, compared with the global 
average of 58%. Executive Management Accounts (44%) 
were the number-two choice in Germany and number three 
in the U.K. (38%). The number-two choice in the U.K. was 
Ordinary Employee Accounts (43%) – the U.K. expressed 
more concern regarding ordinary employees than any region 
except Japan (49%), and well ahead of the global average of 
36%. 

As far as external threats go, cybercriminals unsurprisingly 
ranked first globally (86%), and also in both the U.K. (86%) 
and Germany (78%). ‘Hacktivists’ actually tied for the top spot 
in Germany, while it was number two in the U.K. at 70%.

“While encryption with BYOK was a 
top global choice, Germany and the 
U.K. were two of the only regions that 
prefer encryption with keys controlled 
by the cloud provider.” 

Compliance requirements

Avoidance of financial penalties 
resulting from a data breach

Reputation and brand protection

Implementing security best practices

Increased cloud use
within the company

Data breaches at a
competitor or partner

Executive directive

Requirements from business
partners, customers or prospects

Competitive/strategic concerns

Previous data breach

GermanyU.K.

Reasons for security spending in 2017 – U.K. and Germany

0% 10% 20% 30% 40% 50% 60% 
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0% 10% 20% 30% 40% 50% 60% 

Ordinary employee accounts

Executive management accounts

Privileged user accounts

Other IT accounts

Contractor accounts

Service provider accounts

Partners with internal
access accounts

Germany Global AverageU.K.

Riskiest insider accounts in 2017
Both U.K. and German organizations feel that

privileged user accounts hold the most risk

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 

Cybercriminals

Nation-states

‘Hacktivists’

Cyberterrorists

Competitors

Germany Global AverageU.K.

Riskiest external actors in 2017
Both the U.K. and Germany are mostly in line with global trends, while

German organizations are a little more concerned with hacktivists

Cloud, Big Data, IoT and Containers
When it comes to deploying emerging technologies 
globally, security is an afterthought, with nearly two-thirds 
(63%) of respondents saying their organizations deploy such 
technologies ahead of deploying solutions to secure them. 
Similar degrees of unpreparedness were revealed in Europe, 
with the U.K. slightly below the global average (59%) and 
Germany (66%) slightly ahead of it. Despite this, both nations 
fall squarely in line with the global trend of planning to store 
sensitive data in most of these ‘new’ technologies, including:

    
• SaaS: U.K. 51%; Germany 50%; Global average 57%

• IaaS: U.K. 47%; Germany 45%; Global average 49%

• Big Data − U.K. 44%; Germany 48%; Global average 47%

• IoT: U.K. 19% – a major outlier here; Germany 34%;  
   Global average 31%

• Containers: U.K. 15%; Germany 19%; Global average 19%

 

“Nearly two-thirds (63%) 
of global respondents say 
their organizations deploy 
new  technologies ahead 
of deploying solutions 
to secure them. Similar 
degrees of unpreparedness 
were revealed in the U.K. 
(59%) and Germany (66%).  

“While Germany takes a 
rosy view of compliance 
effectiveness, the U.K. 
has shown little faith in 
compliance mandates – yet 
compliance remains a top 
spending driver.”   
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of IT security pros in German
Enterprises surveyed are 

concerned that they are deploying 
new technologies in advance of 

having appropriate levels of data 
security in place

66%

will use sensitive data in at 
least one of these advanced 

technology environments

96%

of IT security pros in German
Enterprises surveyed are 

concerned that they are deploying 
new technologies in advance of 

having appropriate levels of data 
security in place

SaaS

Big Data

IaaS

PaaS

Mobile

IoT

Containers

Blockchain

Rates of sensitive data use by environment type 

0% 10% 20% 30% 40% 50% 

U.K. Data

of U.K. IT security pros surveyed 
are concerned that they are 

deploying new technologies in 
advance of having appropriate 
levels of data security in place

59%

will use sensitive data in at 
least one of these advanced 

technology environments

91%
SaaS

IaaS

Big Data

PaaS

Mobile

IoT

Containers

Blockchain

Rates of sensitive data use by environment type 

0% 10% 20% 30% 40% 50% 60% 

GDPR and its impact

Before we discuss data sovereignty and the General Data 
Protection Regulation (GDPR) in Europe, it is important to note 
that while compliance and data sovereignty are interrelated, 
they are not the same. Compliance generally refers to an 
organization’s attempts to adhere to data protection and 
privacy regulations, often directed at specific vertical markets 
(healthcare and financial services, most notably.) By contrast, 
data sovereignty usually refers to the concept that information 
which has been converted and stored digitally is subject to the 
laws of the country in which it is located.

That said, any discussion of data privacy in Europe must factor 
in the GDPR, which is set to be fully implemented in May of 
2018. Arguably the strictest-ever data privacy regulation, 
GDPR was created and approved by the EU to replace the 
very outdated Data Protection Directive. The requirements of 
the GDPR will apply to any business or organization offering 
goods or services to any EU resident. Thus, it is a de facto 
worldwide law impacting every entity doing business in 
Europe that gathers any personal digital data, which GDPR 
defines as names, email addresses, photos, social media 
postings, IP addresses, credit card and medical information, 
and so on.

German Data
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Enforcement can be extraordinarily heavy-handed for non-
compliance, with penalties as high as 4% of global revenues. 
Thus, it is essential that any organization doing business in 
Europe must be certain of putting in place the right systems 
and solutions to ensure compliance. Brexit will have little or 
no impact on GDPR, as it applies equally to organizations 
regardless of their country of origin. All that matters is that the 
organization does business with an EU resident, regardless of 
their current location.

Key changes to data privacy resulting from GDPR include:

• Organizations must inform individuals why their data is 
being collected and for what purposes (all purposes) before 
it can be collected, and these individuals must give full and 
clear consent for doing so.

• Businesses must provide individuals with a simple means of 
gaining access to all data collected about them, the ability 
to change incorrect data and opt out of data collection at 
any time, requiring all data collected previously be erased.

• Data cannot be kept permanently, but must be reviewed 
over time and even erased.

• Cloud providers must meet all GDPR requirements, and 
using a cloud provider does not absolve a business from 
GDPR infractions.

Data sovereignty
With the impact of GDPR looming, German respondents feel 
they will be impacted by privacy regulations more than their 
global peers. Just 19% of Germans said their organizations 
will not be impacted by any privacy/sovereignty regulations 
– the lowest of any nation surveyed and far below the global 
average of 28%. The U.K. (25%) was closer to that average.

To satisfy local data privacy laws, encryption is the top 
choice in Germany (68%); the U.K. (57%); and globally 
64%). Tokenisation was a distant second in the region: 
Germany (39%); U.K. (33%); and globally (40%). Surprisingly, 
leveraging local cloud providers to meet data sovereignty 
regulations was last in the U.K. at 23% and in Germany at 
12% – the lowest of any nation surveyed – compared with the 
global average of 26%. This runs counter to numerous claims 
we have heard in recent years about security vendors standing 
up local presences to avoid running afoul of data sovereignty 
requirements. 

0% 10% 20% 30% 40% 50% 60% 70% 

Encrypt personal data
collected or processed

Tokenise personal data
collected or processed

Migrate customer data
to new locations

Utilise local hosting
or cloud providers

Germany Global AverageU.K.

European organizations will use encryption to remain compliant
under new data privacy and data sovereignty regulations 

Tools or strategies used by U.K. and German
organizations to remain compliant in 2017

“To satisfy local data 
privacy laws, encryption 
is the top choice in 
Germany (68%) and 
the U.K. (57%), while 
tokenisation was a 
distant second: Germany 
(39%); U.K. (33%).”

“Enforcement of GDPR can be 
extraordinarily heavy-handed for non-
compliance, with penalties as high as 
4% of global revenues.”
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“It is notable that 
Germany, along with 
Brazil, was the only 
nation that revealed 
a preference for 
encryption with keys 
controlled and managed 
by the cloud service 
provider (57%), over 
encryption with local key 
control (50%).  

Cloud
In general, Europe appears to harbour less concern over public cloud services 
than most other geographies, with Japan being the notable exception. While the 
top concern globally (at 59%) is security breaches at cloud service providers, 
increased vulnerabilities from shared infrastructure is the top public cloud concern 
in both the U.K. (44%) and Germany (56%). Security breaches at the service 
provider were cited as the top concern in last year’s study for both regions, but fell 
to the number-three concern in both nations.

Globally, the top choice for securing public cloud services is encryption, with 
tokenisation a distant second. Encryption is also a key choice for European 
respondents, but the U.K. and Germany have disparate views on best practices 
for encryption key storage, both with respect to each other as well as with 
global trends. In terms of what would make respondents most comfortable with 
using public cloud services (IaaS, PaaS or SaaS), the top answer globally was 
encryption with keys stored and managed locally (61%). The same held true in 
the U.K. (62%). However, it is notable that Germany, aside from Brazil, was the 
only nation that revealed a preference for encryption with keys controlled and 
managed by the cloud service provider (57%) over encryption with local key 
control (50%). And as we noted earlier, the U.K. (41% vs. 31%) and Germany 
(51% vs. 39%) were the only two regions that preferred encryption by the cloud 
service provider over encryption with BYOK with respect to overall plans to deploy 
data security in the next year. 

U.S. 48 State laws plus Federal regulations

Japan  AIPP data protection and privacy rules go live May 2017

Mexico  LFPDPPP privacy law with fines up for £1.5M 

Brazil New privacy legislation pending for approval

DATA PRIVACY AND SOVEREIGNTY BEYOND THE GDPR

Big Data
In the U.K., 44% of respondents and in Germany 48% of 
respondents currently store or plan to store sensitive data 
in Big Data environments this year, in line with the global 
average of 47%. The top security concern for each region 
(44% of U.K. respondents and 48% of German respondents) 
is the fact that sensitive information may reside anywhere 
within the Big Data environment. Other key Big Data concerns 
include the security of reports that may include sensitive data 
(41% of U.K. and 42% of German respondents); concerns 
about privileged user access to protected data (38% of 
German respondents); and lack of effective access controls 
(29% of U.K. respondents).

Sensitive data may
reside anywhere

Security of reports that may 
include sensitive data

Lack of effective access controls

Privileged user access
to protected data

Privacy violations, data
originating in multiple countries

Top Data Concern
Sensitive data may reside anywhere

48%
GERMANY

44%
U.K.

45%
GLOBAL
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0% 10% 20% 30% 40% 50% 

Sensitive data may
reside anywhere

Security of reports that may 
include sensitive data

Lack of effective access controls

Privileged user access
to protected data

Privacy violations, data
originating in multiple countries

Global U.K.

U.K Top 5 Big Data Concerns

Sensitive data may
reside anywhere

Security of reports that may 
include sensitive data

Lack of effective access controls

Privileged user access
to protected data

Privacy violations, data
originating in multiple countries

0% 10% 20% 30% 40% 50% 

Germany Global 

Germany Top 5 Big Data Concerns

0% 10% 20% 30% 40% 50% 60% 80% 90% 70% 

U.K. Germany

Adopting IoT
Technologies

Using sensitive
data in IoT

Very concerned
about sensitive

data in IoT

Enterprises in the U.K. and Germany have high IoT Adoption
Use of sensitive data a concern

Protecting sensitive data 
generated by IoT

Lack of industry standards 
for securing IoT

Privileged user access
to IoT devices

Loss or theft of IoT devices

Operational impact
of IoT attacks

0% 10% 20% 30% 40% 

GermanyU.K.

U.K. and Germany Top 5 data security concerns for IoT

IoT
Plans for storing sensitive data in IoT environments is another 
area of critical difference between Germany and the U.K. – 
while 34% of German respondents plan on storing sensitive 
data in IoT environments, slightly ahead of the global average 
of 31%, the U.K. is a notable outlier at just 19%. 

IoT security concerns are equally diverse. In the U.K., 29% 
of respondents and in Germany 32% of respondents are 
primarily concerned with the protection of sensitive data 
generated by IoT devices, while 25% of Germans voiced 

concern over the lack of security controls within the IoT 
environment. U.K. respondents are more distinctly concerned 
with lack of industry standards for securing IoT devices (22%).

For securing this nascent environment, while German 
respondents are in line with the global averages and thus most 
inclined to use encryption/tokenisation of data generated by 
IoT devices (58% vs. 56% global average), U.K. respondents 
are more likely to rely on authentication/secure digital 
identification of IoT devices (50%). Anti-malware ranked third 
for both Germany (47%) and the U.K. (46 %).

Containers
Containers are an operating-system-level virtualisation method 
for deploying and running distributed applications without 
launching an entire virtual machine for each application. 
Essentially such processes are run in isolation, with containers 
allowing developers to easily package an application’s code 
and all its dependencies into building blocks. The overall 
impact is quicker, more reliable application deployment. 

Despite the relative newness of containers, 39% of 
respondents globally are already using containers for 
production environments. In the U.K., a similar number (36%) 
are also using containers in production, although it’s worth 
noting that the U.K. also has the highest percentage with no 
plans for containers (25%, nearly double the global average 
of 13%). In Germany, 35% are using container images in 
production environments, slightly less than the global figure. 
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Testing it out

In pilot

In non-critical production 
applications

In critical production 
applications

Not in plan

0% 10% 20% 30% 40% 

Germany Global AverageU.K.

Container deployment in the U.K. and Germany in 2017

Despite their quick rise to popularity, containers are not without 
security concerns. As with other emerging technologies, 
security is not surprisingly the biggest adoption barrier for 
container deployments, with security the top answer globally 
at 47%, followed closely by lack of budget (44%). Similarly, 
security is also the top choice in Germany (49%), followed by 
lack of staff at 36%, and compliance at 35%. Among U.K. 
respondents, budget concerns (40%) lead security (32%). 

Primary security concerns revolving around containers/
Docker include unauthorised access (47% in the U.K. and 
52% in Germany) and the security of data stored in containers 
(42% in the U.K. and 38% in Germany). In terms of security 
controls that would increase the willingness to use containers, 

encryption tops the list globally at 53%, with anti-malware 
second at 45%. Similarly, encryption tops the list In the U.K. at 
60%, followed by anti-malware a distant second at 44%. In 
Germany the top two slots are reversed, with 56% favouring 
anti-malware and 54% encryption.

RE-PRIORITISE YOUR IT 
SECURITY TOOL SET

DISCOVER AND CLASSIFY

DON’T JUST CHECK OFF 
THE COMPLIANCE BOX

ENCRYPTION AND
ACCESS CONTROL

With increasingly porous networks and expanding use of external resources (SaaS, PaaS and 
IaaS, especially), traditional endpoint and network security are no longer suf�cient – despite their 
high rankings in the U.K. Look for data security tool sets that offer services-based deployments, 
platforms and automation that reduce usage and deployment complexity for an additional layer
of protection for data.

Get a better handle on the location of sensitive data, particularly as new data sovereignty laws
like GDPR come into effect over the next year or so. 

Global and industry regulations such as GDPR can be demanding, but both German and U.K. 
�rms should consider moving beyond compliance to greater use of encryption and BYOK, 
especially for cloud and other advanced technology environments. Service-provider encryption 
may not satisfy emerging compliance mandates. 

Encryption needs to move beyond laptops and desktops.

Cloud: Encrypt and manage keys locally; BYOK is an enabler for enterprise SaaS, PaaS and 
IaaS use and guards against misuse by the service provider.

Big Data: Employ discovery as a complement to encryption and access control within
the environment.

Containers: Encrypt and control access to data both within containers and in underlying data 
storage locations, along with anti-malware to prevent the spread of new threats.

IoT: Use secure device ID and authentication, as well as encryption of data at rest on devices, in 
back-end systems and in transit to limit data threats

RECOMMENDATIONS

“Despite the relative newness of 
containers, nearly 40% of respondents 
globally are already using containers 
for production environments.”  
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