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Security budgets and spending are on the rise, with much of that spending going 

toward in-house skills to support application security, intelligence and analytics, and 

data security, among other functions, according to a new SANS survey on IT security 

spending trends. The survey, conducted online in the fourth quarter of 2015, 

revealed that, in general, both IT and security budgets for financial services 

(including banking and insurance), technology providers, government, 

education and health care are on the rise.

Spending for security skills follows respondents’ primary drivers for spending. 

The top two areas of skills they are investing in include sensitive data protection 

and regulatory compliance. However, their technology spending does not follow 

their drivers and skills spending. For example, rather than data protection and 

compliance, such as DLP and encryption, their technology spending favors 

more traditional controls, such as network visibility and malware defense. 

Respondents’ organizations are overwhelmingly spending their staffing 

and technology dollars on in-house skills and technology, except for DDoS 

protection, for which the majority is using cloud services.

Training and staffing are also the top spending areas predicted for 2016 budgets. 

However, discovery and forensics, followed by end user training and awareness and 

detection and response, represent respondents’ next top spending categories planned 

for 2016. Compliance and audit are nearly at the bottom of the list, even though 

80% of respondents consider regulatory compliance the most effective means to 

justify funding their security programs.

The majority of IT security budgets are folded into operational budgets, with 

only 23% wrapping security costs into a separate security cost center. However, 

this trend makes it difficult to track and report on accountability for the security 

budget. Only 22% of respondents benchmark their IT security spending practices, 

with at least one respondent expressing dismay at the lack of metrics that 

accurately quantify and justify the need for security spending. Answers to other 

questions pointed to inconsistencies in how respondents ranked effectiveness of 

technology versus how the technology spending was prioritized, revealing the 

need for better metrics to evaluate and justify costs. 
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Executive Summary

Protection of sensitive data

Regulatory compliance

Reducing incidents and breaches

Top Business Drivers for  
Security Spending

63%

56%

31%

Top Spending Areas for  
Skills and Technology

Spending Area

Application security 

Compliance 

Data security 

Skill

% Respondents

76%

76%

74%

Spending Area

Access and 
authentication 

Advanced malware 
protection 

Endpoint protection 

Technology

% Respondents
 

88%

 
80%

75%
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In this paper, we assume security budgeting occurs as part of each organization’s 

yearly cost management cycle and explore the what, why, where and how of IT security 

spending. We also provide insight and advice on how to better meet the challenge of 

aligning security spending processes with organizational needs. 

Security Spending Key Questions

•  Who is involved in budgeting and spending for security?

•  What amounts are actually being budgeted and spent? 

•  Why is the money being allocated and/or spent?

•  Where are the dollars going?

•  How are budgets and spending being justified, tracked and controlled? 



The Who, Why and What of Spending
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The starting point for any discussion around money always seems to be: Who is involved 

in spending? Why are they spending (drivers)? What are they spending (percentage of 

budget)? And how are they spending (skills, technology)? 

These and other questions are addressed in this SANS 2016 Spending Survey, which ran 

during the fourth quarter of 2015, garnering responses from 169 qualified respondents 

with budgetary control or insight into their IT and security budgets. Of our sample, 

72% are based in the United States. The majority (56%) of respondents’ roles reflect 

their positions as executive-level staff in both security and IT, as well as business unit 

managers. See Figure 1.

 

What is your primary role in the organization?

Figure 1. Mostly Senior Roles with Visibility into Spending and Budget

   Security analyst

   IT operations director 
or VP

   IT Security director or VP

   CSO/CISO

   Security architect

   Other

   CIO/CTO

   Business unit manager

   CEO

   Compliance officer/
Internal audit director
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Why They’re Spending: Drivers

Overall, protection of sensitive information and regulatory compliance are the two most 

significant business drivers behind security spending, as illustrated in Figure 2. 

 

We are not surprised at these findings, given the sensitive nature of the information 

being processed in the top five vertical industries represented in our survey base (see 

Table 1), as well as the regulatory demands on these industries to protect data. 

Table 1. Top Five Industries
Industry

Financial services/
Banking/Insurance

Technology/IT services

Government

Education

Health care 

% Response

 25.4%

14.2%

13.0%

8.9%

7.7%  

What are the most significant drivers behind your spending on information security?

Protection of sensitive data

Alignment with organizational and IT strategic planning

New, advanced threats and techniques

Reducing incidents and breaches

Reducing attack surface

Regulatory compliance

Protecting brand reputation

End user education and awareness

Improving incident response

Protection of intellectual property

Improving visibility into security operations

Figure 2. The Most Significant Drivers for Security Spending

0% 20% 60%40%
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What They’re Spending

Results indicate that since fiscal year (FY) 2014, budgets for security are increasing. Based 
on percentage of the overall annual IT budget being spent on security, results show 
that the lowest range—0%–3%—is shrinking, while budgets in the range of 4%–6% 
and 10%–12% are growing over the three-year time span represented in our survey. 
As security spending increases, however, overall IT budgets (in dollars) appear to be 
dropping, with the largest group being in the $1M–$10M range. 

Figure 3 provides the distribution of respondent IT budgets for FY 2014 and FY 2015 and the  
projected budget for FY 2016, as well as the percentage of these budgets spent annually 
on security and security-related risk management overall, including staffing and training. 
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Figure 3. IT Annual Budget Ranges and the Percentage Spent on Security
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Looking at the overall median for IT budget and percentage of that budget spent on 

security, we see that the median range for the FY 2016 overall IT budget is projected 

to remain the same as in the two previous years but with a significant uptick in the 

percentage that will be allocated to security in 2016. See Table 2.

Spending Factors

An organization’s size and industry influence what is being budgeted and spent. 

For example, we get a slightly different story when we compare budgets against 

organizational size. Table 3 illustrates how we categorized respondents based on the size 

of their organizations.

While remaining flat from FY 2014 to FY 2015, large organizations will experience more 

growth in their IT budget in 2016 and, along with that, a bigger uptick in security budget 

for 2016. See Table 4. 

Table 2. Overall Median Budget  
and Percentage Allocated to Security by Year

IT Budget

% Budget for Security

FY 2014

$500K–$1M

4%–6%

FY 2014

$500K–$1M

4%–6%

FY 2016 (Projected)

$500K–$1M

7%–9%

Table 3. Organizational Size Classification 

Classification

Small

Medium

Large

Workforce Size

<500

500 to 5,000

Over 5,000

% Responses

39.6% (n=67)

29.6% (n=50)

30.8% (n=52)

Table 4. Median Budget and Percentage Allocated  
to Security by Year by Organization Size

Classification

Large

Medium

Small

Classification

Large

Medium

Small

FY 2014

$1M–$10M

$500K–$1M

$100K–$500K

FY 2014

4%–6%

4%–6%

3%–4%

IT Budget

FY 2015

$1M–$10M

$1M

$100K–$500K

% Budget for Security

FY 2015

4%–6%

4%–6%

4%–6%

FY 2016 (Projected)

$10M–$50M

$1M–$10M

$100K–$500K

FY 2016 (Projected)

7%–9%

7%–9%

6%–7%
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Medium-sized organizations demonstrate growth in their IT budgets across all 

three years, but they project an increase in the security budget only in 2016. Small 

organizations, almost always cost-constrained and maintaining a flat IT budget, have 

been increasing their budgets spent on security since 2014 to follow closely behind their 

medium and large peers. 

Spending Across Vertical Industries

Overall IT budgets within industry verticals mostly remain relatively flat. Only 

government expects to increase its overall spend from $500K–$1M to $1M–$10M in 

2016. When you look at overall percentage of IT budget, however, a different picture 

emerges: For the top five industry verticals represented in this survey, financial services 

expects to devote 10%–12% of overall IT budget to security in 2016, rather than 7%–9%; 

and government budgets increase from 4%–6% in 2015 to 7%–9% in 2016. See Table 5.

Educational organizations predict a lower percent of IT budgets to be spent on security 

most likely because they raised their budgets in 2015 (as did technology services, which 

remains flat in 2016). Health care respondents say their organizations have neither 

increased nor decreased security spending since 2014.

Table 5. Median Budget and Percentage Allocated  
to Security by Year by Industry

Industry

Financial services

Technology/IT services

Government

Education

Health care

Industry

Financial services

Technology/IT services

Government

Education

Health care

FY 2014

$1M

$100K

$500K–$1M

$1M–$10M

$1M–$10M

FY 2014

7%–9%

1%–3%

4%–6%

1%–3%

4%–6%

IT Budget

FY 2015

$500K–$1M

$100K–$500K

$500K–$1M

$1M–$10M

$1M–$10M

% Budget for Security

FY 2015

7%–9%

4%–6%

4%–6%

3%–4%

4%–6%

FY 2016 (Projected)

$500K–$1M

$100K–$500K

$1M–$10M

$1M–$10M

$1M–$10M

FY 2016 (Projected)

10–12%

4%–6%

7%–9%

1%–3%

4%–6%



Respondents aligned their security spending on proactive operational areas, while 

seeking skills in preventative technologies and compliance. Major categories included in 

a security budget should reflect those items that normally support key operational areas: 

•  Skilled staff (salaries and benefits, consultants)

•  Tools and technology (hardware and software purchases, licenses, maintenance)

•  In-house operational expenses (data center)

•  Contracted services (telecommunications; hosting, managed and/or cloud services)

•  Other direct costs, such as travel, conferences and training

The largest spending category in 2016 will be skills, particularly application and data 

security skills, followed by technologies to support secure access, malware prevention, 

endpoint security and data protection. 

Operational Spending Areas

Protection and prevention, followed by detection and response, are the top two 

operational spending areas for respondents. These proactive and reactive services are 

followed by audit and compliance, which correlates with the first two key business 

drivers noted previously: protecting sensitive data and regulatory compliance. Risk 

reduction, the fourth key operational area, also aligns with the proactive approach, as do 

training, policies and awareness. See Table 6. 
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Where They Are Spending

We tackle the 

low-hanging fruit 

(patches, port 

restrictions, account 

management, etc.) 

first and then focus 

resources on the 

results of internal 

threat assessments. 

We pay attention to 

what we are trying 

to protect, where we 

are most vulnerable, 

and then decide what 

our tolerance is for a 

compromise.  

—Survey reSpondent

Table 6. Operational Areas  
that Account for Security Spending

Operational Area

Protection and prevention

Detection and response

Compliance and audit 
(including legal)

Risk reduction

End user training and 
awareness

Governance/Policies

Staff training and 
certification

Security program or 
project management

Design/Development

Discovery and forensics

Other

% Response

72.4%

62.8%

 58.6%

49.7%

 45.5%

43.4%

 39.3%

 38.6%

34.5%

31.7%

2.1%
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However, addressing the human firewall (end user training and awareness) and staff 

training are a bit lower in spending priority. Design and development, an operational 

area that can reduce organizational risks/available attack surfaces starting from early 

phases in the system development lifecycle, is also low in spending priority. 

Skills

When you look at the skills respondent organizations are seeking, application security is 

their top priority. The leading skill sets being sought by respondents, whether in-house 

or through consultants, are application security and compliance skills, both at 76%, 

followed closely by data security at 74%. See Figure 4.

Consultants took a back seat to internal hiring for skills being sought, and aside from 

compliance and training/awareness, cloud services were utilized by less than 10% of 

respondents. For compliance, 25% of companies plan to hire consultants, and 19% 

expect to utilize cloud services. But the vast majority of skills are being sought for in-

house roles. The lower percentage of spending on cloud services is reflected later in this 

paper, when respondents reveal what their organizations are spending their technology 

budgets on.

What types of skills are you seeking to add to your organization?   
Please indicate if you plan to augment any of these skills with cloud services and/or additional tools to reduce costs.
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Figure 4. Skills Being Sought
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On the relationship 

between tools  

and skills:  

Do not overspend for 

tools that you do not 

have the personnel or 

the expertise to use.  

—Survey reSpondent
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Keeping It In-House

The emphasis is on in-house personnel. Nearly half (48%) of respondents allocate more 

than 11% of their IT security budgets to in-house staff. While consultants are procured by 

most organizations (on a smaller scale than staff is), 20% of respondents are not paying 

for consultants at all. See Table 7. 

Technology and Skills

Respondents are primarily looking for staff and tools to support proactive and reactive 

operational spending for 2016. The number of budgeted and filled requisitions is slightly 

greater than the number of unfilled requisitions, with 20% of open requisitions being for 

staff, 18% for tools and 10% for services. Table 8 breaks out what those open requisitions 

are for. The top three areas with unfilled requisitions in each category are denoted with 

their rank in parentheses.

Table 7. Percentage of IT Budget Spent on Security Staff

Employee

Consultant

None

7.9%

20.2%

Percentage of IT Budget

1%

2.6%

7.0%

4–5%

6.1%

12.3%

11–25%

23.7%

7.9%

< 1%

7.0%

10.5%

2–3%

14.0%

16.7%

6–10%

14.0%

16.7%

26–50%

24.6%

6.1%

Invest in people 

before tools. 

—Survey reSpondent

Table 8. Breakdown of Unfilled Requisitions
Incident Type 

Compliance and audit (including legal)

Design/Development

Detection and response

Discovery and forensics

End user training and awareness

Governance/Policies

Protection and prevention

Risk reduction

Security program or project management

Staff training and certification

   First               Second               Third

Staff

23.1% 

16.3%

26.0%

14.4%

22.1%

18.3%

17.3%

18.3%

21.2%

20.2%

Tools

18.3%

12.5%

27.9%

21.2%

16.3%

9.6%

25.0%

19.2%

12.5%

14.4%

Services

12.5%

4.8%

6.7%

7.7%

16.3%

7.7%

7.7%

6.7%

10.6%

15.4%

As a small business, 

it is impossible to 

obtain the tools 

needed to ensure 

a strong security 

posture [because 

they] are typically 

expensive and 

not designed or 

developed for  

the SMB. 

—Survey reSpondent
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Organizations are primarily seeking both staff and tools for detection and response, 

aligning with the need for improved incident response. Next in line for tools are 

those associated with protection and prevention, followed by those for discovery and 

forensics. Billets for compliance and audit, user awareness and training, and security 

program/project management are next on the list for staff. This last is interesting 

because it shows that perhaps information security is getting the attention it needs 

within the more formal project management structure of organizations. Organizations 

are turning to outside services for end user training and awareness, staff training and 

certification, and subject matter expertise in compliance and audit.

Tools and Technology 

Trends in spending on security tools don’t align with organizations’ stated goals of 

compliance and data protection or the skills they are seeking in those areas. Most 

organizations are spending on tools to support access and authentication, advanced 

malware and endpoint security, then data protection technologies. In-house, organizations 

are spending as much or more on wireless security and network traffic visibility as they are 

on data protection (data loss prevention and encryption), as shown in Figure 5.

1   Note: The same percentage of respondents selected “Wireless security” and “Data protection (DLP)/Encryption.”

Consider 

consolidated 

technologies such as 

combined network 

firewall, application 

firewall, IPS, threat 

intelligence and 

scanning. Combined 

technologies give 

you more for the 

buck. [But] always 

remember [the 

needed] staff skills 

and process for each 

[element of that] 

solution. 

—Survey reSpondent

For which technologies are you currently spending? (Top 10)

Access and authentication

Data protection (DLP)/Encryption

Vulnerability management

Endpoint security (other than BYOD protections)

Log management

Advanced malware prevention (IPS/UTM, other)

Continuous monitoring

BYOD security (MDM/NAC, etc.)

Analytics (including visualization)

Wireless security

Network traffic visibility (monitoring, decryptors, etc.)

Figure 5. Top 10 Areas of Technology Spending1

0% 50%

   In-House               Both               Cloud Service
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This suggests that respondents still consider their network defenses the best means of 

protecting their sensitive data, with data security tools, such as end-to-end encryption 

and DLP, falling lower on their list of protections. Putting protections on the endpoints is 

a step closer to setting up for data-centric protections. Organizations are also likely still 

struggling with implementing data identification, classification, usage and protection 

policies needed as a foundation for data protection programs.

Spending Effectiveness

Only 22% of the respondents benchmark their security effectiveness; however, 64% 

feel that their spending on security is effective. Respondents report their investments 

in access and authentication and advanced malware protection top the “big win” and 

“effective” rankings. Similarly, investment in data protection and encryption, ranked 

fourth in investment, does not appear as effective in meeting objectives and lowering 

costs, based on its position as seventh in the “big win” listing and eighth in “effectiveness.” 

Table 9 presents a ranking as to where respondents invested in technology, as well as 

which technologies were considered either as a “big win” or just “effective.” 
Use technology to 

fulfill a business 

security requirement 

rather than letting 

security technology 

drive business 

requirements. 

—Survey reSpondent

Table 9. Technology Spending and Effectiveness
 
Technology Options

Access and authentication

Advanced malware prevention (IPS/UTM, other)

SIEM

Vulnerability management

Continuous monitoring

Network traffic visibility (monitoring, decryptors, etc.)

Data protection (DLP)/Encryption

Analytics (including visualization)

Incident response tools

Log management

Mobile device management

Security device management

Wireless security

Cyberthreat intelligence services

Endpoint security (other than BYOD protections)

Application security—secure development

DDoS protection

BYOD security (MDM/NAC, etc.)

Application security (life-cycle management or monitoring)

Security intelligence platform

Embedded device security or monitoring (IoT)

Spending 
Rank

1

2

11

8

5

7

4T

9T

12

6

10

13T

4T

15

3

14T

13T

9T

14T

16

17

 
Effective

45.5%

42.1%

26.4%

31.4%

36.4%

35.5%

33.1%

24.0%

36.4%

38.0%

30.6%

28.9%

41.3%

24.0%

43.8%

29.8%

26.4%

33.1%

27.3%

27.3%

19.0%

Effective 
Rank

1

3

14T

9

6T

7

8T

15T

6T

5

10

12

4

15T

2

11

14T

8T

13T

13T

16

 
Big Wins

30.6%

28.9%

25.6%

24.8%

24.0%

22.3%

20.7%

20.7%

18.2%

16.5%

16.5%

15.7%

14.9%

14.9%

14.0%

11.6%

11.6%

10.7%

9.1%

7.4%

4.1%

Big Win 
Rank

1

2

3

4

5

6

7T

7T

8T

8T

9

10

11T

11T

12

13T

13T

14

15

16

17

 
Spending

88.1%

80.2%

57.9%

64.3%

69.0%

66.7%

69.8%

59.5%

54.0%

67.5%

58.7%

53.2%

69.8%

47.6%

74.6%

51.6%

53.2%

59.5%

51.6%

35.7%

27.8%
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Application security, both secure development and life-cycle management/monitoring, 

trend at the lower end of both effectiveness and spending, perhaps a reason why 

application security is a leading area in which respondents are seeking to expand 

staff skills, as discussed previously. Also at the low end of both effectiveness and 

spending are emerging technologies, such as cyberthreat intelligence services, security 

intelligence platforms, and embedded device security, which may still have relatively 

low rates of adoption. 

Another interesting inconsistency is that security information and event management 

(SIEM) is ranked third in the “big win” category but has only been procured by 58% of 

respondents and has a much lower “effective” rating. This suggests that although SIEM 

is considered to be a big win, perhaps because of the much larger cost relative to the 

other technologies, it is not being implemented as frequently and, therefore, cannot 

be evaluated.

The inconsistencies in ratings provide grounds for further investigation. Where high 

spending levels are reaping lower levels of effectiveness, organizations should evaluate 

whether they need new tools or enhanced security staff skills to address their needs.

Looking Ahead

According to a September 2015 forecast from Gartner, worldwide spending on 

information security will have reached $75.4 billion in 2015, an increase of 4.7% over 

2014, with the increase driven by government initiatives, increased legislation and high-

profile data breaches.2  

In our survey, staff training and certification, selected as a new element in the FY 2016 

budget by 26% of respondents, also supports the next two functional areas of projected 

spending growth: 22% will increase spending on discovery and forensics, and 21% will 

increase spending on each of detection and response, user training and awareness, and 

security program and project management. See Figure 6 on the next page.

2   “Gartner Says Worldwide Information Security Spending Will Grow Almost 4.7 Percent to Reach $75.4 Billion in 2015,”  
Gartner, Sept. 23, 2015, www.gartner.com/newsroom/id/3135617
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These results indicate awareness of the growing number of breaches getting past 

defensive protective technologies. Together with current spending, detection and 

response assumes the leading position in next year’s budget, overtaking prevention 

and protection. 

What are the major operational areas in which you currently spend your security dollars?  
Where do you plan to spend them over the next year? Select all that apply.

D
et

ec
tio

n 
an

d 
re

sp
on

se

G
ov

er
na

nc
e/

Po
lic

ie
s

Ri
sk

 re
du

ct
io

n

Pr
ot

ec
tio

n 
an

d 
pr

ev
en

tio
n

Se
cu

rit
y 

pr
og

ra
m

 o
r p

ro
je

ct
 

m
an

ag
em

en
t

D
is

co
ve

ry
 a

nd
 fo

re
ns

ic
s

En
d 

us
er

 tr
ai

ni
ng

 a
nd

 
aw

ar
en

es
s

Co
m

pl
ia

nc
e 

an
d 

au
di

t 
(in

cl
ud

in
g 

le
ga

l)

St
aff

 tr
ai

ni
ng

 a
nd

 
ce

rt
ifi

ca
tio

n

D
es

ig
n/

D
ev

el
op

m
en

t

80%

60%

40%

20%

10%

0%

Figure 6. Current and Future Spending Trends by Operational Area

  Current Spending                    New to Next Year’s Budget



Getting the budget you need requires more than measuring the success of past 

investment. It also revolves around ensuring compliance, enabling business objectives, 

and providing proof of improvements in incident counts and risk profile, which are the 

top four justification points used in getting security budget, according to respondents 

(see Table 10). 

However, simply throwing funds at meeting compliance mandates doesn’t secure the 

organization. Those involved in budget preparation and justification must avoid making 

all of their budgetary decisions based on compliance and instead should continually 

profile risk and threats to ensure that the spending will result in effective security. 

Align with the Business

Aligning security spending with business objectives, reflecting security as an enabler, is 

the second overall most effective justification method. It reflects the primary business 

driver for security spending—protection of sensitive data—as well as the operational 

area that accounts for most current security spending—protection and prevention.

This alignment does require a certain level of sophistication on the part of an 

organization. Security should be tied into the organization’s strategic plan. It may also 

require the need for education at the management level that approves the security 

budget. For example, one respondent reported senior management’s “belief [in] old 

business processes and lack of the need for IT and security” as an impediment to 

proper spending.

SANS ANALYST PROGRAM
IT Security Spending Trends15

Getting the Budget You Need

Understand your 

company’s mission/

purpose and then 

tie your security 

purchases into 

supporting that 

securely. If you are 

successful in that, it is 

easier to get budget 

approved.  

—Survey reSpondent

Spending [that] is 

controlled more 

from a compliance 

perspective than 

a risk and threats 

perspective [results] 

in ineffective security  

—Survey reSpondent

Table 10. Justification for Information Security Budget Requests
 
Justification Method

Comply with regulatory requirements

Align with business objectives and reflect security as an “enablement”

Reduce events, incidents, and breaches

Improve risk profile

Correlate with actual threats encountered on the network

Measure/track improvements in response, attack surface, etc.

Reduce staffing costs through IT spending

Maintain risk profile for optimal cyber insurance rates

More 
Effective

41.2%

34.2%

34.2%

20.2%

23.7%

20.2%

8.8%

7.0%

 
Effective

38.6%

43.9%

38.6%

43.9%

40.4%

36.0%

30.7%

29.8%

 
Overall

79.8%

78.1%

72.8%

64.0%

64.0%

56.1%

39.5%

36.8%



Getting the Budget You Need  (CONTINUED)

SANS ANALYST PROGRAM
IT Security Spending Trends16

Spending Blindly

Tracking security-related budget and cost line items to justify expenditures or 

document trends can be difficult because security activities cut across many 

business areas, including human resources, training and help desk. Most 

organizations fold their security budgets and spending into another cost center, 

whether IT (48%), general operations (19%) or compliance (4%), where security 

budget and cost line items are combined with other related factors. Only 23% 

track security budgets and costs as its own cost center. See Figure 7.

 

And this lack of visibility is compounded by how security budgets are developed 

and costs tracked. Most respondents (54%) indicated that their security spending is 

centralized and their budget or spending profile is developed at the enterprise level, as 

opposed to the 33% whose budgets are federated, meaning their budget or spending 

profile is developed at the business unit or cost center level.

Most will agree that if you can identify who will be authorizing the dollars being spent 

in a given area, you will have a better chance of successfully justifying budget requests. 

Here, security spending also suffers. Determining who is responsible for security budgets 

can be convoluted. Organizations tend to realign the reporting relationships of chief 

security officers and chief information security officers from the CIO to operations, legal, 

the project management office (PMO) or even the CEO. One respondent noted that 

security spending is partially tied to PMO projects (which are tracked against the larger 

corporate budget) and partially to IT.

How do you track IT budgets and security spending?

Figure 7. Security Budget Tracking

   Unknown

   Tracked as its own (security) 
cost center

   Tracked as part of our overall 
IT operations costs

   Tracked under compliance 
costs

   Tracked through our 
operational budget

   Other
The more you can 

see, the more you  

can act on.  

—Survey reSpondent

Advice from Respondents on 
Security Planning

“Have proper, strategic, forward-
thinking plans.” 

“Think out long-term solutions, never 
[just] short-term ones.” 

“Have a five-year vision.” 
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Benchmarks and Metrics

Metrics are key to establishing benchmarks that can be used to evaluate cost baselines 

of spending versus improvements in time investment, risk profile, response and more. 

Return on investment (ROI) and total cost of ownership (TCO) are often cited as the 

metrics used for evaluation, but they may fall short in a risk-based security evaluation. 

For example, TCO is an estimation of the direct and indirect expenses associated with 

purchasing, deploying, using and retiring a product or piece of equipment. When applied 

to security spending, however, it needs to establish the right complement of factors that 

embraces both the traditional costs related to the technology and those related to the 

risks that include non-compliance, security threats, legal issues and reputation.

Interestingly, cost is not a leading factor in benchmarking. Less than 12% reported using 

lowered costs associated with doing business, insurance or compliance, or security 

as a metric. Figure 8 shows the top five metrics used by the 22% that benchmark the 

effectiveness of their spending. 

 

It’s hard to leverage 

the differences in 

“what is important” 

when you’re sitting 

in the IT meeting 

space versus the 

executive boardroom 

and operations 

offices. What’s 

visibly important to 

one team (InfoSec) 

usually isn’t on 

the radar of the 

Operations team, so 

it helps to devise a 

[well-thought-out] 

plan, with visuals, 

to help explain why 

security objectives 

are not only a tool 

for protection, 

but how they can 

provide value and 

benefit into the many 

other areas and 

departments within 

the organization.  

—Survey reSpondent

What metrics do you use to evaluate the effectiveness of your security spending?  
Select your top three answers in any order.

Improved compliance

Speed and accuracy of response

Reduced breaches or compromises

Reduction in attack surface

Alignment with and enablement of business 
processes upgrades, mergers, etc.

Figure 8. Top Five Benchmarks Used

0% 40%30%20%10% 50% 60% 70%



Getting the Budget You Need  (CONTINUED)

SANS ANALYST PROGRAM
IT Security Spending Trends18

Of those who use metrics and benchmarks to justify their spending, 76% are taking the 

comprehensive route: creating metrics for improved response, compliance and threat 

reduction before and after IT security expenditures. See Figure 9.

Metrics can also help guide procurement decisions, tying together factors that can 

support the effectiveness of a technology for implementation within an organization 

relative to the investment the organization is about to make. 

In addition, many organization fail to realize there is also a cost associated with 

evaluation of technology—expenses related to those individuals dedicated to 

appraising the alternatives and selecting the solution, as well as expenses related to 

implementation and ongoing maintenance. Given the short half-life of many security-

related technologies, consider the cost factors related to refreshing technology as part of 

the metrics measurement.

Showing reductions 

in risk and 

demonstrating the 

results of end user 

education may be the 

best evidence that a 

security program is 

effective. 

—Survey reSpondent

Always do a cost/

benefit analysis, 

taking into 

consideration 

the total cost of 

ownership and 

organizational risk 

prioritization. 

—Survey reSpondent

How do you use these metrics to measure and benchmark improvements made  
as a result of IT security spending?  Select all that apply.

Measuring performance for improved 
response, threat reduction and compliance 

before and after IT expenditures

Measuring cost reductions related to 
successful blocking of attacks

Reviewing quarterly risk reviews

Measuring performance against strategic plan

Measuring cost reductions (in staffing and 
other tech costs) resulting from IT spending

Figure 9. Benchmark Usage

0% 40%30%20%10% 50% 60% 80%70%

Advice on Metrics from Respondents

“Make strides toward incorporating new techniques into your monitoring.  
Some of the advances around user behavior, for example,  

seem to be extremely useful. Be sure to baseline your existing activity.” 

“Always calculate the operations and capital expense; don’t just focus on capital.”

“Consider ongoing costs, not just purchase price, remembering to factor into the 
equation staff time or what it would take to hire someone to manage.”
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Conclusion

When it comes to IT security budgeting and cost management, processes vary from 

organization to organization. Certain steps, however, are common: long-range strategic 

planning, shorter-range operational planning, implementation and/or operation, and 

evaluation of past spending to establish a new budget for the next quarter or year. The 

key ingredient is that the cycle of budgeting and spending is iterative, as are many other 

key business management processes. 

Effective spending demands that an organization focus resources on what the business 

needs to protect and where it is most vulnerable. Survey respondents attest to the 

strong gains as a result of their security spending but lack the capability to prove 

the relationship between dollars spent and benefits achieved. Those responsible for 

budgeting need the visibility, methods and metrics to answer the key questions of 

who, what, why, where and how security spending supports the organization’s business 

objectives in a consistent, continuous and repeatable manner.

[Align] with strategic 

objectives, risk 

reduction and 

tangible return on 

investments. 

—Survey reSpondent
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